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Receiving Secure E-mail

If the Recipient has secure e-mail, the message will be decrypted and displayed as a
normal message in their Inbox.

If the Recipient does not have secure e-mail, they will get an e-mail notification message.
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Datacenter Server Support <DCSS@azdes,gov>

\Wednesday, December 8, 2004 7:59 AM

To: "Testingshell@hotmail.com™ <Testingsheli@hotmail. com:>

Subject [SecureMessenget]: Testing; Sending Secure Email ko Unknown Recipient

From :
Sent :
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"Datacenter Jerver Support” <DCS5@azdes.gov> has sent you a secure email
WESSage.

Retrieve your message here:

https:jisecuremail. azdes. gov/login/aads4912
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From here, the Recipient is able to click on the link (shown above), which will open their
web browser and display the login page.
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(Example of the login web page the Recipient would see after clicking web link)

Secure Message Center

You have Secure Mail!

You have received a secure e-mail message from "+T Planning"
<DTSTP@azdes gov=. To read this message, use the hint provided to
determine the correct passphrase. Type it in the space below, and press
"submit".

Hint: What is my work phone number?

Passphrase: Subrnit |

You may change your clue and passphrase for future secure messages by
clicking here.

At the passphrase prompt, the Recipient will enter the password or passphrase to the
question (refer to Section I1, Question 2) and click Submit.

IMPORTANT NOTE: The password or pass-phrase is not case-sensitive and will
not allow special characters.
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/] SecureMessenger - Testing Sending Secure Email to Unknown Recipient - Microsoft Internet Explorer

File  Edit “iew Favoriter Toole Help |
: =
@ =8 @ [0 o @ W P R S
Back Fanwand Stop  Refresh  Home Search Favortes  History b il Frint
Address I@ https: /#securemail. azdes. gov /read j @Go | Links **
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Date: Tue, 14 Sep 2004 07:39:33 -0700
From: <gbaginski@azdes gov>
To: 'GBagins@Yahoo.com' <GBagins@ Y ahoo.com:>
SHEEE Testing Sending Secure Email to Unknown Recipient
This message will expire on Thu, 14 Oct 2004 07:55:54 -0700,
SecureMessenger has cerified this message. For a detailed report, click “iew Security’.
This is a test, please acknowledge receipt of this message by replying.
Gene Baginski
C33C Resolution Center
{602) 294-6609
{585) 875-7144
Reply | Close | Wiew Security | Destroy | =
=
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(Example of what a Recipient would see as a secure E-mail message)

The message will be displayed in the SecureMessenger web browser. The Recipient has
the option of replying to the Sender, closing the message for later viewing or destroying
the message (presumably if the message is no longer needed).
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